Open Source and Free Tools
for Incident Response Teams
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whoami

o Malware and forensics analyst

o Former head of Analytical Department and Department of Cyber
Threat Analysis, governmental team CSIRT.SK

o Analyst at Lifars LL.C



https://twitter.com/ladislav_b

Why?

o Save establishment budget for small CSIRT/CERT
o Clever and engaged people required

> Money vs Time

o Overview of (hopetully) usetul tools unknown to many people




'Team cooperation

o H-Mails, calendars, contacts
o Postfix, Dovecot
> Roundcube, RainLLoop
o ThunderBird
o jRedMail, Zimbra
° GPG - Kleopatra
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'Team cooperation

° Project and task management
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'Team cooperation

o Secure access - 2FA

o Certificates — only authorized persons can access the interface

o Secure messagin roup)calls. video. screen sharin
d d d
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o Signal, Telegram, Wire... but no one-fits-all




Incident handling, response, infoshare

o Ticketing system — mails, calls, notes, customers, stats,...
o RTIR, OTRS T —

.
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Incident handling, response, infoshare
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Incident handling, response, infoshare

o Vulnerability, news, advisories [
o Taranis3

° JoC sharing
o MISP

° JoC checker by CSIRT.SK

o IntegfﬂUOﬁS T B ) peosnr B EX T ——— - — _| Threat Sharing
o Automatization!




OSInt, Recon, Threat Intelligence

o OpenSource Intelligence and Recon
o GeolP, WholsS, passive dns
o VirusTotal, Google Sate Browsing, urlscan.io, urlhaus
> Google Dorks (GHDB)
° Shodan, Censys, (nmap)
o Maltego CE
o TorBrowser, I”PNs, Proxies
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Forensics

o ive Forensics and Incident Response

o Syslnternals Suite (ProcExp, Autoruns, Sysmon), Nirsoft utilities

o debsums

o Image acquisition and mounting
°dctldd, dc3dd, FTK Imager Lite

o Affuse, winregfs




Forensics

°Log and filesystem processing
> Photorec, recuva, diskdigger, scalpel

°o Lynis, ClamAV (and others AVs), chkrootkit, rkhunter

o Log2Timeline + grep, sed, awk, perl, python + LibreOftice Calc (or
Excel)

° Log Parser Lizard
° (autopsy), apache-scalp, ELK (Elastic+LogStash+Kibana)




Forensics

° Memory acquisition
o FTK Imager Lite, winpmem, LIME
°c Memory analysis
o Rekall, volatility
° profiles
o Endpoint analysis
> Google Rapid Response (Rekall included)
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o Sandboxes
o Hybrid-analysis, Any.Run
o Classification

o Intezer, NoDistribute




Malware Analysis

o Offline services E . CED e
o Repos and DB Ee |ER B
° viper
o Sandboxes

o Cuckoo

o Classification
o (IRMA), Malice, VirusChecker
° Remember, integrations and automatization




Malware Analysis

o Offline services E . CED e
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Malware Analysis
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Malware Analy

° Behavioral analysis
° VirtualBox, Qemu
o ReactOS, modern.ie

° inetsim, dnsmasq, FakeNet-NG

o SysInternals (procmon, sysmon)
o NirSoft (NetworkTrafficView, ...)
o WireShark, Burp

° procdot

http
http
http

HirSoft Freeware. http:/www.nirsoft.net




Malware Analysis

° Debugging
o Gdb-dashboard, edb
°c WinDbg, Immunity debugger

302 ; recy_hash
customcall ByHash
vord ptr ds 1
f1Protect , PAGE_EXECUTE_READWRITE
f1AllocationType MEM_COMMIT
dwsize

; VvirtualAlloc hash
customCallProcByHash

recv_hash
omCallProcByHash

edb - Jusr/sbin/cron [3500]
Plugins Options Help
No Analysis Found For This Region
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17 for (i=0
Assembly

< text_length; i++) {

BxBABA5555555551F9 48 45 f8 81 encrypt+116

98
Breakpoints

at ¢ in :27 for

4] write watch for output[18] hit 1 time

Expressions
password[i % password_length] - 181
text[i] =32 ' '
output[i] = 69

History
$$1 5 "\f\e32\ \v\686\02
hunter2": 184 'h'
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BxA08a8a20

BxpaoBeeas
Source

password_length - strlen(password);
text_length = strien(text);

for (1 = @; 1 < text_length; i++) {

rax,QWORD PTR [rbp-Bx&]
rax, rdx
esi,ecx
edx,esi
WTE PTR [rax],dl

encrypt+6

1] break at @8x@8@8@5555555552d9 in xor.c:56 for xor.c:56 hit 1
break at @x@@0@555555555199 in xor.c:13 for encrypt hit 1 ti

i

6c  hunter2-doesnt-1

65 doesnt-look-like
-stars-to-me-HOS

1]
8e 2@

Bxee00aaBeea0Eaa3
AxABAPARRARARARRAR
[IF]

#x0pa0AAAR
Ox2eaca000

output[i] - text[i] * password[i % password_length];

}

Stack

from @x@8085555555551F9 in encrypt+116 at xor.c:17

1 from in + E
Threads

] id 8 name xor from @x@BAB55555555519 in encrypt+116 at xor.c:17

Variables

password = Bx7fffffffef2c
text = @x7fffffffef3
output = Bx555555559268 "
password_length = 7
text_length - 28

i 1

s ]

me": 108 'd'
894\032\0071\837E": 12 '\f'




Malware Analysis

o Reverse-engineering

o Radare2 + Cutter, Ghidra

o Hoppet, Binary Ninja

o Ida 7.0 Freeware

° Snowman decompiler

° Mono Develop, ILSpy, dnSpy, de4dot
° jd-gui, bytecodeviewer

o Beautifier.i0, onlinedisassembler.com




Malware Analy
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Monitoring, detection

° Plenty of tools
o IDS,IPS, SIEM
o Suricata, Zeek (Bro), Snort, AlienVault OSSIM, SIEMonster, Elastic
o Packate capture and analysis
o Molo.ch, SiLLK, Malcolm
o Malicious traffic detection
o Maltrail

o Log processing and correlation
° sec (petl)




What next?

° And many more tools
° Pentesting, auditing, ...

° For beginning, don’t need to have everything
o Start with incident handling and scale-up
° Quality > quantity (feeds, tools,...)

o Context

o Focus on relevant risk

° Increased efficiency => better security
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Thank you

°[s that all? Finished, already?

°No, it's just the beginning :-)




